[The  below letter was sent to the 14 major Democratic and Republican Presidential candidates.] 

Hon. Mitt Romney                                                                                        December 29, 2007
3590 - 109th St
Urbandale, IA 50322
                                                                                                                  

 Dear Governor Romney,

We write to call your attention to the insecurity of the paperless voting systems to be used in a large number of upcoming Presidential primaries, most notably in South Carolina. We respectfully urge that you call upon these states to take action to make their primary elections verifiable. To this end, the election officials of these states should take two steps: first, use paper ballots, either optically scanned or hand-counted, in their primaries. Second, if paper ballots are optically scanned, the states should conduct hand-count audits of vote tallies to ensure accuracy. 

South Carolina's voting system presents a particularly troubling example of an insecure, unverifiable primary election. South Carolina uses a paperless touch screen system statewide, the ES&S iVotronic 
  Paperless electronic voting is reckless in any right, but the iVotronic has managed to become notorious on its own terms:

· A report released December 14, 2007  by Ohio Secretary of State Jennifer Brunner found “critical security vulnerabilities”  in the iVotronic. The iVotronic can be accessed and manipulated by a person using only a magnet and a personal digital assistant.
 Brunner recommends scrapping the iVotronic, along with all touch screen voting machines.

· Last week, Princeton computer scientist Edward Felten wrote of Ohio's findings, “Even if you don’t think anyone would try to steal an election, this should still scare you. A machine with so many design errors must also be susceptible to misrecording or miscounting votes due to the ordinary glitches and errors that always plague computer systems. Even if all poll workers and voters were angels, this machine would be too risky to use.”

· On December 17, Colorado Secretary of State Mike Coffman decertified the iVotronic. 

· The Republican Party of Wharton County, Texas has decided not to use the iVotronic in its March 2008 primary.  Voters noticed that the machine flipped votes in November 2007 elections.

· The iVotronic is the machine of Sarasota 2006 fame, producing thousands of  undervotes in Florida's 13th Congressional District, as well as high undervotes in other races in six Florida counties that used the machines. 

· It is the same machine that flipped votes
 in Texas, Indiana, Pennsylvania, Florida, and yes, South Carolina, in 2006: “Douglas Jones, a computer scientist at the University of Iowa, says he's heard similar    stories from voters in several states, including one computer scientist in South Carolina who said that his attempts to vote for one candidate on the iVotronic were repeatedly changed to an opposing candidate by the time he got to the voter verification screen."
 

It would be a pity if a Presidential candidate drops out of the race, claims front-runner status, or faces difficulty raising funds as a result of his or her showing in an unverifiable primary election.  We hope that you can influence South Carolina to  secure its Presidential primary.

The remaining states in the primary calendar are of equal concern. Maryland and Georgia each use a statewide paperless system manufactured by Premier Election Solutions, formerly Diebold Election Systems. The Ohio review also encompassed Diebold's touch screen systems, with results that validated findings of earlier security reports, and uncovered new security issues.  The Diebold touch screen systems stores votes in its computer memory with a time stamp, raising serious questions of voter privacy.
 The system will allow its most fundamental code to be corrupted through installation of programs that could be installed by anyone with access to a machine.

No matter what the specific system used, paperless electronic voting is a  discredited voting technology.  Paperless electronic voting is widely mistrusted by voters, and opposed by many of the world's most prominent computer scientists. The Task Force on Voting System Security of the Brennan Center for Justice, which includes such figures as Howard Schmidt, former chief security officer of Microsoft, as well as computer security pioneer Ron Rivest, strongly supports voter-verified paper records and hand audits to verify electronic vote tallies. The Brennan Center report of 2006 argues that a  random mandatory hand audit is as important as the paper itself.
  16 states now require voter-verifiable paper records, with mandatory random audits.
 With your help, that number can increase greatly in the coming months.  

There will be many who say that to change voting systems so soon is difficult, or even irresponsible. We would point out that many counties that would be affected already have central ballot scanners used for absentee ballots, so options are available. With the latest news about insecure electronic voting systems, there simply is no other choice. The integrity of the primary election process is at real risk, and the confidence of America's voters, already shaken in recent years, could suffer further erosion as knowledge spreads that the nominees of our country's two major parties were chosen by such a flawed system.

Enclosed please find a list of states using paperless electronic voting systems in their Presidential primaries.

Professor Felten at Princeton University, whose comments on Ohio's findings are quoted above, has indicated that he would be happy to speak with campaign staff about this issue. Professor Felten can be reached by telephone at (609) 258-5906 and by e-mail at felten@cs.princeton.edu.

We ask for your leadership on one of the most fundamental issues facing America's democracy.

Sincerely,

Georgians for Verified Voting

www.gaforverifiedvoting.org 

Iowans for Voting Integrity

www.iowansforvotingintegrity.org
North Carolina Coalition for Verified Voting

www.ncvoter.net
South Carolina Progressive Network

www.scpronet.com
Paul Stokes, Coordinator, United Voters of New Mexico
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